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TA(j DATA AND CONTENT 
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RELATING TO DOWNLOADABLE CONTENT 
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INFORMATION AND MEDIA PLAYING 
202 -v DEVICE ID TO A DIGITAL RIGHTS 
MANAGEMENT SERVICE PROVIDER 
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502- 


500 START ) 


READ AN RFID ENABLED ARTICLE 
THAT CONTAINS AT LEAST AN 
ENCRYPTED RFID TAG ID AND 
REMOTE CONTENT ID DATA 


504 -v 


AUTHENTICATE THE RFID 
ENABLED ARTICLE 
(E.G., USING DIGITAL SIGNATURE 
IF IT A SIGNED RFID TAG) 


SECURELY SEND AT LEAST THE 
READ CONTENT ID FROM THE 
506 H RFID ENABLED ARTICLE TO A 
DIGITAL RIGHTS MANAGEMENT 
SERVICE PROVIDER (DRM) 


I 


OBTAIN, BY THE DRM, CONTENT 
c n n _ INDEX DATA, SUCH AS URL'S, 
BASED ON THE SENT CONTENT ID 
FROM THE RFID ENABLED ARTICLE 
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OBTAIN, BY THE DRM, DATA 
REPRESENTING AT LEAST ONE 
CRYPTOGRAPHIC DECRYPTION 

KEY FOR DECRYPTING 
ENCRYPTED CONTENT INDEXED 
BY THE MEDIA ID 
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CHECK A CACHE OF PREVIOUSLY 
OBTAINED ENCRYPTED CONTENT 
BASED ON THE MEDIA ID 
TO SEE IF CONTENT 
ALREADY RETRIEVED 


514- 


IF ENCRYPTED CONTENT NOT 
PRESENT IN THE CACHE, THEN 
RETRIEVE ENCRYPTED CONTENT 
FROM THE CONTENT SOURCE 
BASED ON THE MEDIA ID 


516 


STORED THE RETRIEVED 
ENCRYPTED CONTENT IN 
THE CACHE 


518- 
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522- 


DECRYPT THE ENCRYPTED 
CONTENT USING THE DATA 
REPRESENTING THE AT LEAST 
ONE DECRYPTION KEY 


SECURELY ACCESS AN ONLINE 
SERVICE THAT IS INDEXED BY 
THE MEDIA ID OR THE 
DECRYPTED CONTENT 


PLAY THE AUDIO/VIDEO CONTENT 
THAT WAS OBTAINED BASED ON 
THE READ RFID TAG ID FROM THE 
RFID ENABLED ARTICLE 
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DATA REPRESENTING ONLINE 
SERVICE CONTENT DOWNLOADED 
FROM ONLINE SERVICE BASED ON 

CONTENT ID READ FROM RFID 
ENABLED ARTICLE 


604 


DATA REPRESENTING 

MEDIA CONTENT 
DOWNLOADED FROM 
MEDIA PROVIDER BASED 
ON CONTENT ID FROM 
RFID ENABLED ARTICLE 
(E.G., SELECTABLE LIST 
OF DOWNLOADED AUDIO 
TRACKS) 
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MEDIA PLAYER 
CONTROL GRAPHICS 
(E.G., BUHONS, 
GRAPHS ETC) 


MEDIA PLAYER DISPLAY 
INTERFACE 


FIG. 6 
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E.G., TOP 10 MOVIE 
CARD, TOP 10 SONG 
CARD 



RFID ENABLED 
ARTICLE 
WITH CONTENT ID 

INDICIA (E.G., 
DYNAMIC CONTENT 
ID) 



59 E.G., 3-D OBJECT WITH 
TOP 10 ALBUM 
SUBSCRIPTION 
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MEDIA PLAYING 
DEVICE WITH RFID 
READER 


MEDIA CONTENT 
SERVER 
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CONTAINS: 
-CONTENT ID 
-MEDIA ID 
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-DECRYPTION KEYS& 
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RECEIVE RFID TAG BASED 
INFORMATION (E.G., CONTENT ID) 
FROM RFID ENABLED MEDIA 
OBJECT 



FACILITATE ACCESS TO MEDIA 
CONTENT ASSOCIATED WITH A 
STORED PERIODICALLY CHANGING 

MEDIA CONTENT LIST (E.G., 
PROVIDE ASSOCIATED MEDIA ID'S 
OR ENCRYPTED MEDIA TO A MEDIA 
PLAYING DEVICE) 
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